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RESEARCH FOR CIVIL SECURITY

Forewords

The success of our export-oriented economy would
not be feasible without the free movement of in-
formation, persons and goods. Secure energy and
transport networks, Internet and telecommunica-
tions, food and healthcare provision are vital nerves
of our highly networked society. However, due to its
high population density and sophisticated tech-
nological infrastructure, Germany is constantly
exposed to new threats. The security risks have
changed. Despite robust technologies, our supply
networks are vulnerable to even just small disrup-
tions: Global mobility facilitates the spread of
danger and makes it difficult to combat. Natural
disasters and technological accidents, but also
terrorism, crime and sabotage can cause serious
damage in a closer-knit world.

In the period up to 2010 the Federal Ministry
of Education and Research (BMBF) will be invest-
ing approximately 123 million euros in security
research under its Research Programme for Civil
Security, which is part of the High-Tech Strategy for
Germany. The aim is to develop innovations which
will provide more security without at the same time
encroaching on Germany’s culture of freedom. It is
the task of the stakeholders in the research projects
to take up the best ideas from science and research
and integrate them in innovative security solutions.
Itis decisive to involve the entire innovation chain
from research to industry and end users in public
authorities and private industry.

Innovation in this context does not only mean
new technological processes, but also includes
innovative organisational concepts and action
strategies. Interdisciplinary projects involving the
humanities and the social sciences, the transfer of
knowledge to the public, accompanying research
on critical issues and transparency are important
preconditions for the success of security research.

The single projects in the programme will be
presented within the framework of a series of publi-
cations. The present brochure gives an overview of
research work into the development of security so-
lutions and concepts for the rescue and protection
of people. Besides the handling of incidents through
the timely and effective initiation of rescue and se-
curity measures as well as effective emergency care
on site, this in particular includes the prevention of
crises. The results of this research form the basis for
improving security standards in our country for the
benefit of our people.

Prof. Dr. Annette Schavan, MP
Federal Minister of Education and Research
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Crowds assembled in public spaces, whether at con-
certs, trade fairs and football matches, or in every-
day situations such as commuter traffic, present
special challenges to security and rescue forces in
the event of terrorist attacks, major accidents and
natural disasters. Large numbers of people can be
endangered from one instant to the next. What
counts then is to rapidly assess the situation on site
while also taking into account the often unpredict-
able behaviour of the people involved.

Itis all the more urgent to be able to achieve
early recognition of disturbances and dangerous
moments, in order to initiate timely and efficient
rescue and evacuation measures and to ensure
effective emergency medical care on site in case of
a crisis. To this end, innovative technologies, new
action strategies adapted to the specific situation
and networked organisation forms are exception-
ally well-suited either to help prevent possible
catastrophic consequences already beforehand or
atleast to hold them to a minimum.

The Scientific Programme Board welcomes the
focus on protection and rescue solutions that forms
aspecific part of the Security Research Programme.
In this context, complex scenarios from a broad
range of perspectives are examined - scenarios
used to study, among other things, the control
of major public events and the tremendous chal-
lenges they present for rescue services and disaster
management. By taking the technologies, action
strategies and organisation forms into considera-
tion all together, the collaboration projects can
develop holistic solutions that emphasize the
protection of the individual - from the victims right
through to members of the emergency team.

Central research topics include the creation of
intelligent communication and information sys-
tems for rescue forces, the required development of
modern evacuation concepts and the preparation
of enhanced measures for the rescue and care of the
injured.

The Scientific Programme Board places great
hope in the “Rescue and Protection of People” inno-
vation platform, which will accompany the research
focus. It offers a forum for all of the actors involved
to participate in the formulation of future research
needs and to sound out processes for successfully
and rapidly implementing the results in practise.

Dr. Karsten Michael

German Federal Office of Civil Protection and
Disaster Assistance (BBK) | Head of Research,
Engineering, Protection of Public Health
Member of the Scientific Programme Board
Security Research
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Innovations for Civil Security: Rescue and

Protection of People

Large-scale emergencies may have many differ-

ent causes - terrorist attacks, natural disasters,
accidents —but one thing always takes top priority:
protecting and rescuing the people affected. Ger-
many has a comprehensive network of security and
rescue forces. These include authorities and institu-
tions on the federal, state and local level (such as the
German Federal Agency for Technical Relief (THW),
police and fire brigades) as well as private organisa-
tions (among others the German Red Cross). Their
roles cover a broad spectrum ranging from security
concept design and crowd control for major public
events to the rescue of disaster victims. Their work
saves lives and is essential for maintaining or re-
establishing public safety. Civil security research
supports the development of innovative strategies
and concepts for both preventive and reactive dis-
aster management as well as for the optimisation of
collaboration among the individual organisations.

Significance of the research topic

Against the background of terrorist threats and
increasingly extreme weather, disaster scenarios
are attracting greater public interest. The neural-
gic points for specifically targeted attacks include
transport infrastructures and the settings of major
public events. In terms of technical operations,
disasters of this type present tremendous challenges
for security and rescue forces. Along with early
warning systems and the development of preven-
tive measures, the preparation of innovative crisis
management strategies is of crucial importance.
Among other things, they deal with the generation
and optimisation of contingency plans and training
concepts for command and control centres and res-
cue forces, with innovative communication strate-
gies as well as with research into human behaviour.
What happens, for example, when mass panic sets
in? Which steps have to be initiated by whom? Be-
cause irrespective of whether large-scale operations
are undertaken in response to a terrorist attack,
anatural catastrophe or a major accident, they
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invariably involve a fabric of complex procedures
requiring the cooperation of different operational
forces and authorities. With this in mind new tech-
nologies to improve the operational readiness and
networking of participating organisations must
also be developed alongside comprehensive rescue
strategies within the context of an integrated crisis
management system.

The brochure “Research for Civil Security - Res-
cue and Protection of People” presents 17 projects
along with the players involved which receive
49 million euros of funding. By sponsoring these
projects, the German Federal Ministry of Education
and Research (BMBF) aims to promote innovative
security solutions in the field of protection and
rescue. This will enable both better early warning
systems and optimised coordination of crisis man-
agement strategies.

Rescue and Protection of People within the
“Research for Civil Security” programme

The “Research for Civil Security” programme that
the federal government adopted on 24 January
2007 as an element of the High-Tech Strategy for
Germany focuses on improving the protection of its
citizens. The aim is to counteract threats to society
posed by terrorism, organised crime, natural disas-
ters or major technical accidents.

The programme typically involves application-
oriented work within the projects by incorporating
the entire innovation chain, from research to indus-
try to end users. In the research field of protection
and rescue, these include not only governmental
authorities and organisations but also for example
event location operators, fire brigades, hospitals
and the German Red Cross. Their experience is in
demand for the innovations sought after.

Security cannot solely be achieved by the devel-
opment and use of technologies, however. A holistic
approach to all ethical, legal and data privacy ques-
tions is absolutely essential for the development of
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successful solutions, especially within the context
of developing successful protection and rescue
solutions. Research into these societal issues also
encompasses the verification of training require-
ments for rescue and security forces along with the
preparation of decision-making aids for authorities
and relief units. Further aspects here consider ques-
tions of security communication and of prioritisa-
tion during large-scale emergencies.

The funding of innovative protection and rescue
solutions opens up opportunities for German com-
panies to improve their competitiveness and partici-
pate in a growing market. According to a study com-
missioned by the Federal Ministry of Economics and
Technology, the market volume of products and
services related to security technology in Germany
was around 20 billion euros alone in 2008. Annual
growth rates are high —according to the OECD,
worldwide they run about seven percent per year.

Anintegral part of the “Rescue and Protection
of People” funding priority includes the establish-
ment of an innovation platform offering a common
forum for all end users and relevant groups of actors
involved in the research consortia of the individual

collaborative projects. Innovation platforms repre-
sent a new instrument in research funding within
the German Federal Government’s High-Tech
Strategy. The establishment of innovation platforms
within the Security Research Programme is being
promoted in order to develop an overall perspective
on the innovation process. The aim is to facilitate
the continuous dialogue between the various social
actors and to create a network of all participants.
Under the guiding principle “Anticipating through
research”, the forum enables the actors to partici-
pate in the formulation of future research needs and
to sound out processes for successfully and rapidly
implementing the results into practise.

Research topics relevant to the protection
and rescue of people

The measures used to protect and rescue people
during large-scale emergencies depend on a wide
range of circumstantial factors. The action plans
and technical solutions available for use by both
decision-makers and emergency forces on site are
often a key factor. The interaction options avail-
able to the various authorities and organisations
responsible for rescue activities are also of crucial
importance. The projects presented in this brochure
are concerned with optimising the effectiveness

of preventive and reactive rescue and evacuation
measures and with the associated legal and psycho-
logical aspects.
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Some of the research topics involved are summa-
rised below:

Crisis management strategies

Large-scale emergencies present a huge challenge
-notonly for the emergency teams on site but also
for the operation managers “behind the scenes” in
the command and control centres. Decision-makers
in the government agencies and organisations in-
volved and at the site of the operations are directly
confronted with tasks that extend well beyond their
daily routine. To support their work, the strategies
and processes they resort to during emergencies
have to be developed further and also adapted to
heretofore unknown dangers. This includes contin-
gency plans as well as electronic communication
and information systems or a proactive commu-
nication management. In addition, the use of new
technologies and processes and the rescue meas-
ures that derive from them require new, interactive
training methods, both for those in charge and for
the rescue personnel.

Overarching strategies take on special signifi-
cance here, as emergencies know no boundaries.
Rather, disaster operations require the interaction
and close coordination of different authorities and
organisations - also beyond the borders of individ-
ual German Federal States. For this reason, along
with the development of strategies to formulate
priorities in rescue actions, concepts to optimise
coordination and cooperation among the various
functions at the national level will also be worked
out in order to make future operations more effec-
tive. In so doing, the legal standards relative to the
implementation of the rescue actions will also be
examined.

In an emergency, communication means more
than merely issuing alarms and providing informa-
tion to the emergency forces involved. The general
public must also be informed in the event of a crisis
situation, in order to avoid panic reactions among
the populace and - in today’s media age, where
events are reported immediately - to control the
flow of information proactively.

Information and communication platforms

For the implementation of the strategies and con-
cepts — particularly in view of the collaboration
among the various organisations and extending
beyond the boundaries of local responsibility - the
research field of information and communication
platforms primarily aims to study IT-supported
solutions for an integrated crisis management
system. Data-based information and communica-
tion systemns are already in use, of course, but most
are tailored to the respective organisation and their
needs: the aim here is to transform these IT solu-
tions, which are used “adjacent” to one another,
into a system that acts in concert. An overarching
network has to be created, in order to support the
continuous information flow and exchange be-
tween the rescue forces and between the respon-
sible operational and command levels.

Today, each organisation uses its own specific
management tools. The spectrum ranges from
paper-based work practices - handwritten notes
on the condition of the victims, for example - to

IT-based support systems. Integrated IT solutions do
not yet exist. For this reason, coordination and data
exchange between the individual organisations still
occurs primarily via personal consultations or the
analogous official radio transmission. Resource-
efficient cooperation among the emergency forces
onssite, the command and control centres and the
institutions providing follow-up medical care such
as hospitals, requires the development of electronic
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crisis management aids. These have to be able to
communicate all data and information to all per-
sons involved on a timely basis. To this end, concepts
for the creation of a modular, interoperable and
service-oriented architecture will be developed. The
information collected could contribute significantly
to the generation of standardised situation reports.
This will accelerate and simplify the coordination of
action strategies among the organisations involved
in a given operation.

Care of the injured

The primary focus here is not on the medical care of
injured persons, but rather on the possible means
of optimising organisational aspects for response
to a hypothetical mass casualty incident. Today,
the injured are still classified manually. A so-called
triage tag is used to record the handwritten person-
al data about a patient along with their injuries. The
development of an electronic casualty registration
system using RFID chips to identify patients who
have been examined would significantly increase
the chances of survival for severely injured people.
In the event of a large-scale emergency, entering
patient data of relevance for this emergency into
an electronic information pool could help make
rescue measures more effective. Because evaluat-
ing the information stored could not only serve to
enable the command and control centre to gain a
rapid overview of the injury situation, but it would
also guarantee optimal medical care of the patients
through the synchronisation of capacity data from
hospitals and rescue services.

Moreover, these projects will develop innova-
tive learning and teaching methods in the form of
e learning platforms to adequately prepare doctors
and rescue forces to the challenges of disasters.

Evacuation

One of the main rescue measures employed after
major accidents or attacks is the evacuation of
crowds from buildings - from stadiums following
football matches with some 40,000 spectators, for
example. The growing size and complexity of public
buildings, such as football stadiums or major train

stations, pose a tremendous challenge for rescue
forces during a disaster. Rescue forces also have to
be able to respond to natural catastrophes, such as
thunderstorms or flooding, of a magnitude hereto-
fore unknown in these regions.

For this reason these research projects will
investigate how the facilities management system
data on smoke and heat development, fire extin-
guishers or emergency exits can be integrated into
the evacuation process, for example. The aim here
istolink these data to automated people counting
systemns, in order to permit faster and easier identi-
fication of useful escape routes, thereby increasing
the effectiveness of rescue measures. In the course
of developing decision-supporting emergency
response plans and action strategies — in particular
also for cross-functional cooperation among multi-
ple government agencies and rescue organisations
—itis also essential to examine extended escape
routes, i.e. regional traffic infrastructures.

All of the various rescue and evacuation sce-
narios share one factor that has a very significant
impact on the success of the actions taken: the hu-
man factor. For this reason, besides the formulation
and implementation of new training concepts for
rescue forces on the one hand, the social dynamics
of people must also be studied - mainly based on
simulations and modelling. What affects escape be-
haviour? What leads to non-cooperative behaviour
at so-called bottlenecks? What conditions favour
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the outbreak of mass panic? The results, i.e. the
answers to research questions such as these, are the
basis for the development of innovative procedures
for directing the flow of people in the event of an
emergency. In addition, the use of communication
systems as protection and rescue tools (using mo-
bile telephones to distribute relevant information
to the general population, for example) might yield
new, more effective crisis communication methods.
The systems and action strategies for security and
rescue forces developed on this basis will enable
the intelligent control of an escape route guidance
system.

Major public events

Meetings of many people in one place carry a high
risk potential. Under such circumstances, even small
and unintended disturbances can have catastrophic
results. Moreover, large crowds such as the Love
Parade or public viewing sessions during World Cup
football matches are considered potential targets

of terrorist attacks. Nevertheless, the popularity

of such major public events continues to increase.
More and more often, entire cities find themselves
in a “state of emergency”. For this reason, there is

aneed to develop more comprehensive concepts
to help those responsible take security aspects into
account already in the planning of such events and
carry out those plans as smoothly as possible with
the aid of security and rescue forces.

At the same time, major public events are also
extremely well-suited as research scenarios. Time
and location are known and the planning is facili-
tated -linked to that, the testing of new concepts
strategies. Here the focal points of the research
presented earlier will be combined: the innovations
-IT solutions for inter-institutional cooperation,
handling of uncontrolled crowds, evacuation by
means of new guidance systems - will thus be trans-
lated into an overall concept.

Sources:

Research for Civil Security - Programme of the Federal Government;
Federal Ministry for Education and Research; Public Relations Division,
2007

Announcement of the Federal Ministry for Education and Research on
guidelines governing the funding of the range of topics “Rescue and
Protection of People” within the framework of the Security Research
Programme of the Federal Government (http://www.bmbf.bund.de/
foerderungen/10660.php)

Market potential of safety technologies and security services; VDI/VDE
Innovation + Technik GmbH, Arbeitsgemeinschaft fiir Sicherheit der
Wirtschafte. V.,2008

OECD (http://www.oecd.org)


http://www.bmbf.bund.de/foerderungen/10660.php
http://www.bmbf.bund.de/foerderungen/10660.php
http://www.oecd.org
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Collaborative projects and players at a glance

The research projects presented here are focused on
scenarios in which attacks, for example, or natural
disasters injure or endanger a large number of peo-
ple.In so doing, they also examine everyday circum-
stances like major public events, where the onset

of disasters makes it necessary to handle complex
crisis situations and take decisions quickly:

* What preparations have to be made in an
evacuation?

* Whatsystems, technologies and emergency
forces can be used to support operations?
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In addition to early identification of incidences gency medical care on site. Within the collaborative
and effective crisis prevention, the requirements projects, comprehensive concepts for protecting
concentrate primarily on crisis management and rescuing people will be developed with embed-
through the timely and efficient initiation of rescue ded technologies, action strategies and organisa-
and security measures along with effective emer- tion forms.

On the following pages all players involved
present short profiles describing their motivation,
research priorities, goals and the potential for ap-
plications of the innovations developed under the
collaborative projects.
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ALARM

Telemedical concepts and innovative IT solutions to support emergency workers and services

during responses to large-scale emergencies
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They are among the first to arrive at the operation site and have to form an overall perspective on the situation: in the case of a disaster, the closely meshed
coordination of all rescue forces is a decisive factor. IT-supported communication systems will be used to support this task (source: Berlin Fire Brigade)

Motivation

During large-scale emergencies with mass casual-
ties, resource shortages and the lack of timely and
precise information often impede the provision

of supplies. The medical and logistical processes
receive inadequate support in terms of communica-
tion and information technology during the course
of operations: rescue workers have insufficient
information about the situation, decision processes
are barely documented. As events unfold, the qual-
ity of medical care for the injured depends on a
large number of factors and cannot be evaluated.
This delays individual medical care and increases
the risk of panic spreading within the context of
such scenarios.

Scenario

An accident occurs and initial reports are converg-
ing at police and fire brigade command centres.
The emergency response procedures begin: Rescue
forces on the scene gather information about the
situation and feed this back to the command centres
by phone. Emergency doctors arriving on the scene
classify the injured according to treatment priorities
(triage). The results are recorded manually by filling
out casualty tags.

Possible risks in current emergency response
systems are lack of information flow and problems
with patient care. Much of the information may
notreach the hospital that eventually treats the
patient, thereby making it more difficult to assess
the injuries. If an injured person’s condition de-
teriorates after triage, for example, this might go
unnoticed at first. If more resources are needed,
locally established operational command centres
request them. Those local command centres do not
necessarily know whether the additional resources
will be made available — and if so, when. The process
documentation is often incomplete which severely
restricts the ability to learn from decisions and pro-
cedures later on.

Project description and goals

The project ALARM targets the development of an
integrated ALARM service platform that ensures
and accelerates communication and the flow of in-
formation and data between those involved, includ-
ing rescue workers on location, staff and command
centres, hospitals and associated aid and rescue
services. With its modular structure, this platform
will be designed to meet requirements ranging
from seamless electronic documentation and
identification and the dynamic resource manage-
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ment of rescue materials and equipment to direct
telemedical care of patients. Platform operations
will be backed up by redundant configuration of the
platform components across a local and strategic
management system and through the use of intel-
ligent network technologies - even after critical
infrastructure damage.

The second basic objective of the project s
the development of suitable emergency medical
quality indicators. These indicators will provide a
means of measuring and comparing the effects of
IT supported triage, telemedical intervention and
modified workflows.

Evaluation of the usability of technical and medi-
cal systems in stress and panic situations represents
the third research focus. Throughout the project
simulations and exercises will be used to test the
technical components of the new system and the
concepts developed. Finally, the new system and the
concepts will be demonstrated and evaluated within
the framework of a major exercise.

Innovations and applications

The comprehensive concept for data acquisition
and exploitation grants local rescue and aid forces,
central command structures and other organisa-
tional units involved, immediate and reliable access
to all information needed. For the initial review of
the situation and examination of the casualties, the
project partners will assess the value of using an
electronic mobile triage system.

Furthermore, the project scope calls for research
into the feasibility of IT-supported registration of
injured persons, permanent electronic/digital link-
age of the patient with his data, and the telemedical
monitoring of vitals signs, also during large-scale
emergencies. This would make it possible to provide
individual medical care already in the preclinical
management. Via input from digital identification
systems, such as the electronic healthcare card,
further relevant data can be collected, which can be
useful during subsequent hospital treatment or in
the personal information system. In case of a com-
munications networks breakdown a local manage-
ment platform will be established, allowing the
rescue forces on site access to relevant information
atall times.

Project title
Adaptive solution platform for active technical
support when saving human lives (ALARM)

Duration
1February 2009 - 31]January 2012

Project partners

* Charité - Universitdtsmedizin Berlin
- Telemedicine Centre Charité (TMCC)
- Department of Anesthesiology and

Operative Intensive Care Medicine

* CondatAG, Berlin

* DAI Laboratory of Berlin Technical Univer-
sity, Berlin

* Berlin Fire Department

* PRIVAT-NERVEN-KLINIK Dr. med. Kurt
Fontheim GmbH & Co. KG, Liebenburg

* Telematic Solutions International GmbH,
Berlin

* HiSolution AG, Berlin

Associated partner
* Der Polizeiprasident in Berlin

Collaboration coordinator

Martin Schultz, MD

Charité - Universitdtsmedizin Berlin
Telemedizincentrum TMCC
Charitéplatz1

10117 Berlin

Germany

Phone +49 (0) 30 450-536 037

Fax +49 (0) 30 450-7-536 222
martin.schultz@charite.de
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e-Triage

Electronic registration of disaster victims

Motivation

In heavily populated areas, during major public
events, in connection with the use of mass transit
systems and in densely occupied public spaces of
all kinds, accidents require effective crisis manage-
ment. In such cases, the rescue resources normally
used suddenly no longer suffice and emergency
forces have to draw on resources held in reserve.
To begin with, the operational command centre
and rescue forces need information as quickly as
possible on the type and number of injuries. In ad-
dition, the path taken by those affected along the
various stations within the rescue chain also has to
be clearly traceable.

Operational command centre during a disaster management exercise.
The inspection categories represented by different colours and the
paper-based lists are clearly visible here; these will be replaced by the
e-Triage system (source: e-Triage)

Scenario

For this reason, a timely overview of the situation in
amass casualty incident (MCI) is of crucial impor-
tance for the effective use of rescue personnel,
vehicles and receiving hospitals. According to the
usual procedure, inspection teams first classify the
injured at the site (triage), recording the results on
triage tags, which they attach to the victims. Rescue
forces subsequently use those inspection results

to prioritise the treatment and transport of those
affected. The inspection and registration of the vic-
tims, which necessarily takes place on a decentral-
ised basis, considerably impedes disaster manage-
ment, as the information needed by the operational
command centre remains attached to the patients.
Duplicating these data in paper form is a laborious
and time-consuming manual process. Another dan-
ger in this context is the risk of simultaneous failure
or overloading of communication infrastructures.
This can result in the loss of important data.

Project description and goals

The main objective of the project is the design

and demonstration of a system for the electronic
registration of affected persons. This system is par-
ticularly applicable to large-scale disasters but can
also be used in individual emergencies. The goal is
to provide a communication and database system
for everyone involved in the rescue, transport and
placement of victims in hospitals and temporary
lodgings. These processes must be coordinated
quickly, reliably and efficiently, and they must

be documented automatically to permit analysis
of operations at a later time. This e-Triage system
comprises a satellite-based communication system
with radio cells that can be installed locally, match-
ing end devices with application software for the
registration of victims and a distributed, self-syn-
chronising database system.
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Disaster Management Command

Patients

Triage | Inspection [ |

Accident location [ Disaster area

Local Operational Command Centre
Emergency Medical Command Centre

Information Flow
Voice or Paper

mcr* Patient repository

Regular rescue service

* Mass casualty incident

Point of care Transport Hospitals
Speciality
clinics

and maximum
care centres

Schematic diagram of the sequence previously used in individual emergencies and mass casualty incidents (source: e-Triage)

Innovations and applications

This research project will convert the previous
paper-based victim registration system into a con-
sistent overall concept for the first time. The data
arerecorded electronically using state-of-the-art
communication networks and database systems.
Apart from technical aspects, the degree to which
emergency forces accept the e-Triage system will
depend primarily on psychological factors. These
factors will be investigated as an integral part of
the research project and made comprehensible
through accompanying psychological research.

In particular, this work will study the pre-emptive
design of the technology, which accommodates the
reduced cognitive abilities of emergency personnel
operating under extreme stress. Because the system
ultimately focuses on people who are either active
asrescue forces or receive medical care as injured
victims. Both must have confidence in the tools
applied.

Project title
Electronic registration of disaster victims
(e-Triage)

Duration
1June 2009 - 31 May 2012

Project partners

* German Aerospace Center (DLR), WeBling

* Euro-DMS Ltd., Olching

* Ludwig Maximilian University of Munich,
Psychology Department, Munich

* TriaGnoSys GmbH, WeBling

* Bavarian Red Cross (Bayerisches Rotes
Kreuz), Kreisverband Starnberg

¢ Trauma Center Murnau

* Starnberg district office, Department traffic
systems, fire safety and disaster control,
Starnberg

Collaboration coordinator

Anton Donner

German Aerospace Center (DLR)

Institute of Communications and Navigation
Miinchner Straf3e 20

82234 WeBling

Germany

Phone +49 (0) 8153-28 2883

Fax +49 (0) 8153-28 2844
anton.donner@dlr.de
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EVA

Risks associated with major public events - Planning, assessment, EVAcuation and rescue concepts

Motivation

Major public events have become very popular.
They attract more and more visitors who want

to share occasions such as concerts or football
matches. As a consequence, many people gatherin
close quarters during such events. Without infor-
mation on the expected number of visitors and
possible visitor behaviour, it is virtually impossible
to develop accurate estimates of the rescue forces
needed - which in turn also makes it extremely
difficult to plan successfully for such events. For an
event with 100,000 visitors, itis generally estimated
that about 300 people will need medical attention,
70 of whom will have to be transported. Whenever
more than 200 people are injured, experts normally
speak of the disaster threshold. The accuracy of
these assumptions and the possible effects of a so
called compounding load -fire, attack, etc - cannot
be determined.

Scenario

As the Love Parade in Dortmund demonstrated in
2008, even simple measures - like a ban on glass
beverage containers - can have a significantim-
pact on the presumed number of injured persons.
However, the factors that have an influence on the
safety and security of visitors at major public events
vary considerably. Planning limits - such as the
maximum number of people that an event location
can tolerate — are unknown or developed from a
store of experience with no scientifically justified
basis. Clearly 200,000 visitors in a medium-size town
like Miinster have to be assessed differently from
1,000,000 visitors in Essen. What, then, constitutes a
critical major public event?

Major public events are popular but a challenge for all involved at the same time, from organisers via security force through to fire brigade and police

(source: Mbdort-mund@commons.wikimedia.org)



EVA

15

Project description and goals

The protection of people at major public events
requires thorough planning fundamentals for the
task forces. To this end, relevant parameters will
be determined and analysed - parameters such

as the likely impact of the event’s location, traffic

Determination of crowd densities at major public events
(source: Dortmund Fire Brigade)

infrastructure or target group. Based on these
parameters, an interdisciplinary approach will be
used to develop concepts for planning, assessment,
evacuation and rescue operations, and to validate
them by means of simulations. In addition, histori-
cal reports and other documentation (video, photo)
on the behaviour of people will be used to adapt the
simulation models to actual modes of behaviour.
The ultimate aim is to develop a catalogue of fac-
tors that affect critical major events, on the basis of
which planners can use irrefutable safety engineer-
ing considerations to determine whether an event
of size X can be carried out in a given town.

Innovations and applications

Using risk assessments, simulation tools and data-
bases, this project will develop crisis management
concepts to support the timely initiation of rescue
operations and countermeasures. This includes not
only the integration of different technical equip-
ment but also the incorporation of a wide variety of

informational and communicative forms of interac
tion. Finally, new training concepts for rescue forces
will be drafted.

Further information:
http://lwww.vidb.de

Project title

Risks associated with major public events —
Planning, assessment, EVAcuation and rescue
concepts (EVA)

Duration
1March 2009 - 28 February 2012

Project partners

* German Fire Protection Association (GFPA |
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Planning (C.LK.), Paderborn

* Fraunhofer ICT, Pfinztal

* Institute for Firefighting and Rescue
Technology of the City of Dortmund

* LS.T.Integrierte Sicherheits-Technik GmbH,
Frankfurt

» Disaster Research Office (KFS) of Kiel
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* VdS Schadenverhiitung GmbH, Cologne

* Weller & Herden GmbH, Aalen-Waldhausen

Collaboration coordinator
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COLLABORATIVE PROJECTS AND PLAYERS AT A GLANCE

EvaSim

Combined traffic and hydraulics simulation for controlling traffic in evacuation measures

Motivation

Heavy rainfall can not only cause streams overflow,
raise the water levels of major rivers or break dams.
Residential areas located at some distance from riv-
ers, and especially streets and access roads, can also
be affected by flooding due to heavy rainfall. From
a traffic engineering standpoint, possible measures
designed to minimise the effects of potential flood
events downstream of reservoirs or in communi-
ties and on traffic routes must be established in
advance. The planning of future residential areas
and traffic routes must be adapted to handle such
events. Additionally, suitably located roads can
create alternative escape routes for existing com-
munities. The development of a crisis management
system based on evacuation scenarios has to be
viewed as a complementary function. This approach
enables residents and the emergency forces to be
better prepared for an emergency situation.

How can we minimise the risk of catastrophic
flooding in existing developed areas where only
appropriate planning or expanded road networks
canreduce the potential risk significantly? This col-
laborative project addresses precisely this issue by
developing suitable strategies and planning tools to
optimise evacuation.

>>>>>>

Scenario

As a starting point, the simulation investigates
different scenarios involving catastrophic flood-
ing of residential areas, such as extreme high water
level, dam failure or (partial) dam break. A dam
situated upstream of a town is selected as an initial
pilot area. In exceptional cases, i.e. under extremely
unusual weather conditions, in case of technical
failure, or when the dam is intentionally damaged,
uncontrollable flow conditions might develop. An
uncontrolled amount of water could be discharged
from the reservoir as a result. As to the geometry of
the valley, a flood wave with tremendous destructive
potential is likely to form. The second pilot area is
relatively small, but has a pronounced Alpine char-
acter. Here, extremely heavy precipitation can lead
to a veryrapid rise in the water levels and to high
flow rates. This reduces advanced warning times to
less than one hour in some cases.

Use of combined traffic and hydraulic simulations to optimise evacuation measures in cases of extreme flooding (source: Hydraulic Engineering

Institute, Stuttgart University)
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Project description and goals

Inasmuch as there are few technical options that
can prevent extreme flood waves today, the pri-
mary means of protecting the population remains
an optimised evacuation. The aim of this research
projectis to combine the simulation of high water
and/or flood wave propagation with the simulation
and optimisation of traffic patterns and to contrib-
ute to improved crisis management during extreme
events while taking disaster sociology into account.
Upon completion of the project, the researchers will
present a simulation system for the optimisation

of crisis communication that takes social dynamics
into consideration. It will incorporate the findings
on mobility restrictions due to flooding, the varia-
tionsin traffic route availability over time, the
diversion of traffic for optimised use of remaining
available roads, the escape and panic behaviour of
the population and the optimally adapted opera-
tional strategy of disaster control forces.

Innovations and applications

When initiating suitable evacuation and rescue
measures, time is of the essence. The more advanced
warning, the more effectively measures can be
implemented. As a consequence, improving the
ability to predict extreme events accurately assumes
akeyrole in the process. In the future, the latest
methods for detecting and predicting precipitation
will also be available for decision-makers in small
areas in order to extend their latitude of action dur-
ing evacuations. The use of traffic flow simulations
that consider the effects of flooding on vehicles and
roads will make it possible to optimise coordina-
tion of both evacuation and emergency forces in

the future. New, innovative disaster control plans
for flooding events will guarantee the targeted and
effective use of disaster control forces.

Project title

Combined traffic and hydraulics simulation
for controlling traffic in evacuation measures
(EvaSim)

Duration
1June 2009 - 31 May 2012

Project partners
e Stuttgart University
- Chair for Hydraulic Engineering and
Water Quantity Management, Hydraulic
Engineering Institute
- Chair for Hydrology and Hydrogeology,
Hydraulic Engineering Institute
- Chair for Traffic Planning and Traffic
Control Technology, Institute for Road
and Traffic Systems
- Chair for Technical and Environmental
Sociology, Social Sciences Institute
* DHI WASY GmbH, Berlin
* AquaSoli Ingenieur GmbH, Traunstein
* Regional Government Office, Karlsruhe
* Calw district office
* Municipality of Altensteig

Collaboration coordinator

Prof. Dr.-Ing. Silke Wieprecht

Universitét Stuttgart - Institut fiir Wasserbau
Pfaffenwaldring 61

70569 Stuttgart
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Fax +49 (0) 711 685-64746
wieprecht@iws.uni-stuttgart.de


mailto:wieprecht@iws.uni-stuttgart.de

18
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GenoPlan

Generic emergency plan and adaptive process model to protect local government in the event

of a pandemic

Treatment of highly infectious patients (source: Dortmund Fire Brigade)

Motivation

In 2001, a group of experts at the Robert Koch Insti-
tute (German federal institute under the adminis-
tration of the German Federal Ministry of Health)
began working to develop a response to a future
influenza pandemic. This work led to the prepara-
tion of the federal and state governments’ pan-
demicresponse plans. In order to implement these
plans as needed at the local level, each municipality
is once again required to issue its own specific plan.
For the most part, this function has to be performed
by the local health authorities and currently places
a particularly strong emphasis on the medical infra-
structure. The problem of maintaining the local
government’s ability to function during a pandemic
is almost completely left out of consideration in this
context.

Scenario

Experts are convinced that a worldwide influenza
pandemic is very likely to occur within the next
several years. Influenza pandermics occurred several
times in the past century, including three major out-
breaks in1918,1957 and 1968. The most devastating
of these was the so-called “Spanish flu” of 1918-1919,
an influenza outbreak that eventually claimed the
lives of 20 to 50 million people worldwide. Math-
ematical models indicate thatin a future pandemic,
100,000 people could die from influenza in Germany
alone within a few weeks.

Under such circumstances, a far higher number
of people would contract the disease and publiclife
would come to a virtual standstill in some respects.

Project description and goals

This research project considers local government
as a critical infrastructure. During a pandemic,
the ability of that infrastructure to function has to
be safeguarded so it can provide protection and
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countermeasures for the entire population. To this
end, the project will develop the so-called generic
emergency plan, which will present the necessary
actions that can be taken during the disaster. Avail-
able options and suitable actions will be developed
using the example of a concrete scenario in which
the city of Dortmund and its population of nearly
600,000 people are affected by the different phases
of a pandemic.

This project will identify how, and to what
degree, the functional and service areas of local
government can and must be maintained during
a pandemic. It will also develop complementary
solutions to address these questions.

Innovations and applications

Three building blocks will be developed within the
framework of this project. The generic emergency
plan (GEP) for local government will document all of
the required measures that have to be initiated and
taken to protect alocal government in the event of

a pandemic. Owing to its modular structure, this

Dortmund Fire Brigade’s ambulance for transporting patients with
infectious diseases (source: Dortmund Fire Brigade)

emergency plan can be continuously adapted to the
constantly changing conditions of a pandemic. This
approach will ensure the local government’s ability
to carry out its functions throughout every phase of
the pandemic. As an adjunct to the GEP, an adap-
tive process model (APM) that simulates the service
processes of alocal government will be created.
Subject to available resources and the specific level
of the emergency, these processes must be pro-
vided during a pandemic, in order to respond to the
emergency effectively. A third, science-based and
event-oriented system will help the staff take com-
plex decisions. It will form the link between process
model, ICT and infrastructure control.

Project title

Generic emerdency plan and adaptive process
model to protectlocal government in the
event of a pandemic (GenoPlan)

Duration
1May 2009 -30 April 2012

Project partners

* IBM Deutschland GmbH, Bonn

* IDS Scheer AG, Saarbriicken

* RobertKoch Institute, Berlin

* Universitédt Paderborn, Computer Applica-
tion and Integration in Design and
Planning (C.I.K.), Paderborn

* Ulm University Hospital, Clinic for Psychia-
try and Psychotherapy II, Giinzburg District
Hospital

* Cityof Dortmund | Dortmund Fire Brigade

* Psychology and Safety Research Hofinger,
Remseck

Collaboration coordinator
Matthias Gahlen

Stadt Dortmund

Flugplatz 7-9

44122 Dortmund

Germany
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Hermes

Study for an evacuation assistant for use in emergencies during large-scale public events

Motivation

The trend toward large, multi-functional building
structures in combination with a wide range of
large-scale public events presents new challenges
for the quality of security concepts. In an emer-
gency, everyone present must be able to leave the
danger zone quickly. As a general rule, this is en-
sured through the application of construction and
planning regulations. In the event of overcrowding
or the loss of specific rescue routes, however, dan-
gerously high crowd densities and lengthy bottle-
necks can occur. For this reason, ensuring the safety
of people requires the development of new strate-
gies and tools that are capable of both recording
the number of people present and supporting the
optimal evacuation of a danger zone.

Scenario

The multi-functional arena in Dusseldorf has a
capacity of up to 66,000 spectators. Such arenas are
used not only for football matches and concerts, but
also for meetings, seminars and workshops. This
multi-functional arena will be used as an example to
show how - taking the specific danger into account
- crowds can be effectively managed during large-
scale public events in order to permit optimal use of
rescue routes.

Project description and goals

The Hermes collaborative project aims to improve
personal safety during emergencies through
the use of an evacuation assistant. This assistant
predicts bottlenecks in advance in order to help
decision-makers (operators, security services,
police and firefighters) correctly assess conditions,
thereby enabling the optimal use of security per-
sonnel and rescue forces. In addition, it offers the
ability to analyse potentially dangerous situations
prior to the events. The preparation of appropriate
emergency plans or the specifically targeted train-
ing of security forces can help to meet the chal-
lenges that such situations present.

The evacuation assistant system will be tested in
the arena in Diisseldorf in 2011.

Concert in a multi-functional arena (source: ESPRIT arena)
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Innovations and applications

Coupling the simulation core to the fire alarm
system and counting people by means of automated
image processing will make it possible to obtain
simulation results pertaining to actual danger con-
ditions for the first time. Using the available data

on the distribution of people and the availability

of rescue routes, a parallel computer will generate

a faster-than-real-time simulation to predict the
movement of all people present during the next

15 minutes and update it at one-minute intervals,
thereby providing immediate simulation results for
crowd management. A communication module will
provide necessary and up-to-date information to
the emergency teams on site.

In order to optimise the underlying models of
pedestrian dynamics, researchers will conduct
comprehensive field studies and laboratory trials
that will make it possible to validate the construc
tion and planning regulations, which are currently
somewhat contradictory. In addition, the research
project will be complemented by a fundamental
investigation of user requirements and by the ac-
companying social scientific research.

Further information:
http://[www.fz-juelich.defjsc/hermes

Principle diagram of the evacuation assistant (source: Hermes)

Project title

Study for an evacuation assistant for use in
emergencies during large-scale public events
(Hermes)
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LAGE

Integration of existing information systems for joint crisis management

Motivation

During large-scale incidences, different public
safety authorities and organisations (German
acronym: BOS) have to cooperate over extended
periods of time. As consistent IT solutions are not
available in this type of situation, information must
be exchanged via liaison officers of the respective
organisations. Up until now, this has been the only
possible means of closely meshed interaction.
Within public safety authorities and organisations,
many different operational command systems have
already been introduced in support of command
and decision-making functions during large-scale
operations. Due to the wide variety of such systems,
near-term harmonisation and standardisation are
unlikely to occur in this area.

Scenario

Alarge-scale disaster at the central train station
of amajor city has been selected as the principle
scenario. Within the critical infrastructure ‘train
station’, events involving normal operations have to
be considered along with other singular events such
as an accident or an explosion. Different parameters
-e.g. the eventitself, the location and the time -

affect the course of the scenario, thereby generating
alarge number of alternative operation sequences.
In effect, a primary action and various secondary
actions have to be taken into account.

The scenario involves a large variety of organisa-
tions and highly complex spatial conditions, and the
event givesrise to a highly dynamic situation that
is also drawn-out over a long period. In this case the
group of players comprises authorities and officials,
the fire brigade, emergency rescue services, the
German Federal Agency for Technical Relief (THW),
the German Federal Office of Civil Protection and
Disaster Assistance (BBK), the German federal police
(railway-police duties), the police and the German
rail service, Deutsche Bahn AG.

Project description and goals

This collaborative project aims to use a standardised
exchange of data among the public safety authori-
ties and organisations involved to achieve a shared
perspective of the events, structures and processes
in the operation, thereby generating a common
situation report. This will make it possible to coordi-
nate actions and avoid conflicts. The project serves
to prepare such standards for the exchange of re-
ports. Due to the current heterogeneous structure

Operation command centre with liaison officer on site (source: Dortmund Fire Brigade photographic service)
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of available information systems, the system will use
a “report turnstile” - which means using mediation
(rule-based data transformation) to convert all avail-
able information to unambiguously interpretable
data, which is then added to a situation database.
This information pool and the integrated processes,
taking all connected systemns into account, then
generates an overall situation report, which will fa-
cilitate a networked operation command structure.

On the part of communication technology,
networking will be facilitated by a secure broad-
band ad-hoc network. This ensures a rapid and
flexible restoration of communication, even if - as
itis often the case in large-scale emergencies - the
necessary infrastructures have been damaged
severely. Information on the capacity and position
of currently available communication resources is
entered dynamically into the situation database and
thus can be used for an efficient crisis and disaster
management.

Existing information systems for an overall crisis
and disaster management system will be incorpo-
rated and the common situation report that is gen-
erated will be evaluated. In so doing, new applica-
tions will not be created, but rather the exchange of
information between existing information systems
will be used to support the “networked operation
command” of the public safety authorities and
organisations.

Innovations and applications

The project will use innovative approaches to meet
the challenge of establishing inter-operability
among the players’ technical systems.

Based on existing standards and through the es-
tablishment of a new generic data model, the basis
for astandard “xHelp” will be defined together with
the group of players.

The interlinking of decentralised situational in-
formation is facilitated via a mobile ad-hoc network.
Its network information in turn is available in the
form of situational information.

The realisation of an innovative, event-control-
led, collaborative system that public safety authori-
ties and organisations can use to generate a situa-
tionreport for higher order decision-making will be
illustrated by means of a demonstrator.

Coordination work of different organisations (source: Dortmund Fire
Brigade photographic service)

Project title
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MANET

Disaster Management using Autonomous Sensor Networks

Motivation

Against the background of terrorist threats, increas-
ingly extreme weather and inevitable technical
accidents, society is turning its attention to possible
disasters and their effects. The ability to handle such
major events — also because they occur so rarely -
represents a huge challenge for emergency rescue
services and disaster management. Up until now,
most technical aids that provide logistical support
in such cases are rudimentary at best. Situational in-
formation such as the number and triage classifica-
tion of casualties, which the command centre needs
in order to plan and organise rescue operations with
available resources, becomes available only after
considerable delay. Moreover, casualties are some-
times scattered over a large operations area. The
lack of operations documentation also makes it dif-
ficult to learn from exercises or previous events or
to compare various procedural models. This project
investigates how rescue processes can be supported
through autonomous networked sensors.

Fast and reliable support in information acquisition is required, but
the technology is not currently available (source: Benedikt Weber |
Cologne University of Applied Sciences)

An electronic support of the situation and operation planning could
improve the effectiveness of rescue operations considerably
(source: Benedikt Weber | Cologne University of Applied Sciences)

Scenario

The scenarios under consideration within the con-
text of the research project are damage events in
which alarge number of people are injured, become
ill or are otherwise directly affected. Such events are
generally classified as mass casualty incident (MCI).
Five key elements are always required in order to
handle an MCI: first aid, treatment, support, care
and transport. In order to maintain and assure these
functions, leaders require a continuous exchange
and flow of information.

In an MCI, the optimal, timely and effective dis-
tribution of all resources, including both manpower
and material, is of crucial importance. This can only
be facilitated when an assessment of the following
aspects can be made at all times: how many patients
having which degree of illness or injury must be
treated where in the operations location? In order
to accomplish this, itis important and necessary to
have seamless, up-to-date and validated documen-
tation without diminishing the role of medical care.
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Project description and goals

The aim of this project is to develop solutions for the
support of logistics for MCI operations. In so doing,
it will concentrate on the use of sensor networks.
Autonomous sensor networks are easily scalable
and self-configuration mechanisms make it possible
to use them with a minimum of cost and effortin
unfamiliar environments without infrastructure.
The sensor network can be used to process informa-
tion acquired during the operation and provide
itas a support for the command of the operation

or division. Rescue forces can provide assistance
more effectively, thereby significantly shortening
the elapsed time between alarm and transport and
treatment of patients with life-threatening condi-
tions. At the same time, such networks will support
reliable automatic documentation of the opera-
tions which represents an important basis for the
evaluation of actual operations and exercises. This
will ensure the comparability and improvement

of models and strategies for handling large-scale
emergencies.

Innovations and applications

Inlieu of the standard patient triage tags used
today, a patient node will be used as an electronic
triage tag. The sensor network can be used to pro-
vide information on the processing of mass casualty
cases or on patients (movement status, vital signs).
Important information is stored in the node and can
also be called up without a network (in the hospital,
for example). In so doing, the emergency forces use
mobile rescue equipment to interface with the pa-
tient node, input process information and support
sub-processes and tasks (such as transport planning,
documentation, etc). To support the command staff,
a central information system for data aggregation,
analysis and visualisation of situational information
will be installed. This system will process all of the
information available via the sensor network in real
time and store it for documentation purposes. A
decentralised, self configuring sensor network will
enable areliable exchange of distributed situational
information and the localisation of radio nodes in
real time.

Project title
Disaster Management using Autonomous
Sensor Networks (MANET)

Note: This project is funded within the frame-
work of the ICT 2020 research programme.

Duration
10ctober 2007 - 30 September 2010

Project partners
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Eching/Munich
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* Cologne University of Applied Sciences,
Specialty Area, Cologne

* Vomatec International GmbH,
Bad Kreuznach

* FZIResearch Center for Information
Technology, Karlsruhe

Project coordinator
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Pri-Kats

Coordination, steering and standardisation in the German disaster management system under

large-scale emergency conditions

Motivation

Previously considered in highly compartmental-
ised terms, the homeland security system mainly
comprises police, intelligence services and - with in-
creasing importance since the 1990s - the private se-
curity sector. With the new and publicly recognised
risks of terrorism in the wake of September 11th and
also as aresult of climate change and the associated
threat of natural disasters heretofore unimaginable
in Central Europe, the complex disaster manage-
ment network in the German Federal Republic is
attracting more and more public interest. There is a
growing consensus toregard it as an integral part of
homeland security. The discussion on how to design
such modified and integrated security architecture
is stillin its infancy.

First responders during a large-scale emergency (source: German
Federal Agency for Technical Relief (THW))

Scenario

The current scenarios for terrorist attacks, serious
accidents and natural disasters present huge chal-
lenges for German security forces and disaster
managers. Terrorist attacks such as those in the

USA, Spain and the UK clearly demonstrate that

the targets, forms and typical perpetrators of the
attacks have changed. At the same time, such events
also reveal the vulnerability of modern society.

The number of natural disasters with mass casual-
ties continues to rise. The frequency of tornados
with a significant degree of damage is increasing

in Germany, for example. The project conceptis
based on cascading damage scenarios. From a social
scientific point of view, these carry a heightened
potential to impair society’s security, its critical
infrastructure and therefore ultimately the life and
health of people.

Resource management during LUKEX (designation for a series of ex-
ercises in the field of national crisis management in Germany | source:
German Federal Office of Civil Protection and Disaster Assistance (BBK))
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Project description and goals

The planned project entitled “Priority setting for
rescue measures” will focus on two principal ele-
ments: In terms of administrative and organisation-
al analysis, the aim is to support the collaboration,
cooperation and steering of the various authorities
and organisations of Germany’s federal, state and
local governments during large-scale disasters
involving more than one German federal state. The
main tasks are to identify weaknesses, to contribute
to and draw on the experience, positions and priori-
ties of the players involved, and to develop possible
solutions. The second, legal objective is to examine
the differentlegal standards. This involves review-
ing them to see where they may conflict with the
principles and provisions of constitutional law and
procedures. In particular, this work will attempt to
determine which procedures and standards should
be used to define and implement corresponding pri-
orities for carrying out rescue measures.

Innovations and applications

From a thematic perspective, the project considers
questions of security architecture: how does disaster
management develop within an integrated con-
cept for internal security? The basis for this will be
provided by comprehensive organisational analyses
of the authorities and organisations operating in
this field. The project focuses on questions that con-
cern security cultures: Which value structures and
standards currently exist in the disaster manage-
ment system? How are these managed and coordi-
nated, especially under the conditions of large-scale
disasters? Overall, therefore, the project will help
identify deficits and the resulting dangers for civil
security concepts. In so doing, it will support practi-
cal applications and develop suitable structures,
decision-making processes and substantive strate-
gies, thereby enhancing the ability to deal with
potential disasters preventively.

Project title
Priority setting for rescue measures (Pri-Kats)

Duration
1April 2009 - 31 March 2012

Project partners

Witten/Herdecke University, Faculty for
Humanities and Arts, Chair for Political
Science, Security Research and Security
Management, Witten

Bielefeld University, Faculty of Law, Insti-
tute for Public Law, Political Science and
Constitutional History

Associated partners

German Red Cross (DRK), General Secre-
tariat Berlin

Free Hanseatic City of Hamburg, Office of
the Interior

Ministry of the Interior of the German
Federal State of Saxony-Anhalt

City of Frankfurt am Main, Fire Direction

Collaboration coordinator
Prof. Dr. Hans-Jiirgen Lange
Private Universitat Witten/Herdecke
Fakultét fiir Kulturreflexion

Lehrstuhl fiir Politikwissenschaft, Sicherheits-

forschung und Sicherheitsmanagement
Alfred-Herrhausen-Straf3e 50

58448 Witten

Germany

Phone +49 (0) 2302 926-809

Fax +49 (0) 2302 926-813
Hans-Juergen.Lange@uni-wh.de
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REPKA

Regional evacuation: planning, control and adaptation

The west end stands: Fan section of the 1st FCK football team
(source: C. Maurer)

Motivation

One of the basic rescue measures in the case of
attacks, attack threats, large-scale accidents and
natural disasters is the evacuation of the affected
buildings and regions. In this context, the overarch-
ing goalis to evacuate affected persons as fast and
reliably as possible. That means they have to be tak-
en away from the danger area and brought to safety.
Several tragic scenarios are already known from the
past, such as the disaster in Hillsborough Stadium in
April 1989: due to the overfilling of a pen, spectators
were crushed against a fence at the edge of the pitch
or trampled by the panicked crowd. The accident
resulted in the deaths of 96 people, and 766 were
injured.

Scenario

This project is primarily concerned with regional
evacuation. In particular, it will examine the situa-
tion that occurs when a large crowd has already left
a building and must then be brought further away
to safety. A similar situation now occurs every week
after each professional soccer match in Germany,
when up to 75,000 visitors crowd into trains and
parking places at some stadiums. The potential
danger is also aggravated when rival groups of
violence-prone fans encounter each other. This
becomes evident in view of, among other things, the
massive array of forces of public safety authorities
and organisations (German acronym: BOS), espe-
cially police, fire brigades and emergency rescue
services. And when the site of a match has to be
evacuated, the fact that many visitors are strangers
to the area makes matters that much worse.In a
real emergency, therefore, leaving the stadium

via emergency exits does not suffice. A reliable
guidance system must also be in place to direct the
people to safe locations as rapidly as possible after
leaving the stadium.

Project description and goals

Mathematical optimisation and simulation will be
used to develop methods, by means of which practi-
cal evacuation plans can be drafted for an entire
region before a disaster actually occurs. These plans
can be monitored in the actual escape situation

and adapted to continuously changing conditions
during an evacuation. A robustlocalisation technol-
ogy for mobile end devices, i.e. one that is protected
against outages and overloads, will make it possible
to transmit a guidance system to mobile phones via
WLAN in the event of an emergency. In crisis situa-
tions, this will minimise the risk for all concerned.
Previously developed methods will be tested and
analysed in a large-scale evacuation exercise. Upon
completion, a software library will be available,
which public safety authorities and organisations
can use to plan and practise their operations in
advance for many possible scenarios.
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Innovations and applications

The research hinges on the results of the building
evacuation, thereby bridging an important secu-
rity gap. In contrast with a building evacuation, a
regional evacuation must adapt to continuously
changing topology. Particularly as a result of the
emergency forces who generally make their way
toward the stadium against the flow of the crowd,
the environment changes constantly. The crowds
are localised through the use of existing WLAN

Fritz Walter Stadium in Kaiserslautern (source: C. Maurer)

networks. Personal mobile phones can serve as an
individual escape guidance system. Along with this,
the comprehensibility and acceptance of the techni-
cal innovations will be verified and a social scientifi-
cally oriented study focussed on panic and fear will
be conducted. The key characteristic of this project
is the holistic perspective that takes into account all
of the people involved. The result is no individual
solution, but rather a comprehensive system inno-
vation.

Further information:
http://optimierung.mathematik.uni-kl.de/repka

Project title
Regional evacuation: Planning, control and
adaptation (REPKA)

Duration
1February 2009 - 31]January 2012

Project partners
* University of Kaiserslautern
- Optimisation working group, Depart-
ment of Mathematics
- Urban sociology working group, Depart-
ment of Architecture, Spatial Planning
and Civil Engineering
- Emergency management and disaster
response working group, City of
Kaiserslautern
* Siemens Corporate Technology, Depart-
ment PP 2, Munich
* Communications Network Department,
Fraunhofer Institute for Integrated Circuits
(IIS), Nuremberg
e IT2media GmbH & Co. KG, Nuremberg
* TU Minchen, Department Civil Engineer-
ing and Surveying, Computation in Engi-
neering, Munich

Collaboration coordinator

Prof. Dr. Horst W. Hamacher |
Jun.Prof. Dr. Stefan Ruzika
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Germany
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SECURITY2People

Secure IT-Based Disaster Management System to Protect and Rescue People

Motivation

The number of large-scale emergencies affecting
one or several German federal states (Ldnder)

at the same time has continuously increased in
recent years. Effective crisis management can only
be achieved by close collaboration of all involved
emergency operations and crisis management cen-
tres of public and private organisations throughout
all phases of a crisis and at all decision-making lev-
els. The ability to protect and rescue people depends
on the crisis management capabilities of these
institutions. For better preparedness and higher
efficiency a flexible and comprehensive system is re-
quired. This system has to provide information and
decision support to the crisis management teams in
a way thatis timely and appropriate for the respec
tive level. Furthermore, this system should support
pre-planning and training in the preparation phase
for a crisis.

Scenario

Based on a catastrophic storm event as an illustra-
tive example, possible threats to the population
(e.g.damage by heavy winds) will be simulated in
different areas and for different critical infrastruc
tures. Serious technical incidents at an overcrowded
major airport and a trade fair will be hypothesized,
which will necessitate, among others, large-scale
measures on medical care and rescue activities for
injured people. These and other catastrophic inci-
dents will build up a complex crisis scenario which
will incorporate operational and crisis commands at
all official levels, including municipal, district and
federal authorities, etc., as well as the rescue organi-
sations and operators of critical infrastructures.

Crisis management exercise involving multiple German federal states (source: German Federal Office of Civil Protection and Disaster Assistance (BBK))
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Project description and objectives

The objective of the projectis to study, understand,
and create the foundation for an integrated IT- and
simulation-based crisis management system to
support the abovementioned operational and crisis
command structures with the following core capa-
bilities: Role-oriented information provision, cross-
level decision support and integration of simulation
capabilities for training, exercises, and evaluation
of command and communication processes, and
finally for the representation of possible conse-
quences of decisions and actions taken. The system
isintended to support all phases of an emergency,
ranging from preparedness to the management

of real crisis situations. In order to accomplish this
goal, the system will incorporate new technologies
and integrate existing solutions at all levels.

Example of a crisis management structure in the public sector
(source: SECURITY2People)

Innovations and applications

This approach of a fully integrated system covers

all aspects of crisis management (levels, structures,
processes, etc.), thereby achieving transferability to
all crisis situations. An iterative strategy will be ap-
plied for system analysis, design, and development
integrating a continuous evaluation process during
the project. A large number of associated end users
will contribute their expertise in workshops and
user forums followed by participation in tests and
experiments.

Project title
Secure IT-Based Disaster Management System to
Protect and Rescue People (SECURITY2People)

Duration
1June 2009 - 31 May 2012

Project partners

* CAEElektronik GmbH, Stolberg

* PRO DV Software AG, Dortmund

* Karlsruhe University, Institute for Tech-
nology and Management in Construction,
CEDIM, Karlsruhe

* Karlsruhe University, Institute for Nuclear
and Energy Technologies, CEDIM, Karlsruhe

* German Federal Office of Civil Protection and
Disaster Assistance (BBK), Bonn

* DIALOGIK - gemeinniitzige Gesellschaft
fiir Kommunikations- und Kooperations-
forschung mbH, Stuttgart

Collaboration coordinator
Ralf Kaschow

CAE Elektronik GmbH
Steinfurt11

52222 Stolberg

Germany

Phone +49 (0) 2402106-593
Fax +49 (0) 2402106-8593
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SiKomm

Emergency Communication for Security: Preventive, proactive and reactive strategies for
communications support in security and rescue operations

Rescue workers after an operation (source: www.digitalstock.de)

Motivation

Crises and disaster situations require more than
the management of technical or organisational
measures to protect and rescue people. Adequate
communication processes must also be used to pre-
pare, initiate, coordinate, guide and post-process
these actions. For this reason, communication today
is generally considered to have a direct impact

on safety in the context of catastrophes. The key
requirement of communication for security is for
robust and reliable communication to occur across
alllevels.

Scenario

In crises and disasters, communication is essen-
tial for protection and rescue operations. For that
reason, this research project is studying communi-
cation processes of and with those involved, within
and among rescue and aid services, emergency

management and includes emergency policy and
reporting in the media. In so doing it focuses on the
scenarios “Infrastructure breakdowns” (e.g. power
outage, road closures, failure of telecommunication
networks), “Natural disasters” and “Terrorist acts”
(retrospectively in each case) and analyses commu-
nications processes in crisis exercises and possibly
in actual crises. The findings from this work will be
used to implement future communication meas-
ures in crises and catastrophes by raising people’s
awareness to security topics and enabling players to
adapt to, and prepare better for these unexpected,
complex and often counterintuitive situational
contexts and the different communication require-
ments, conditions and options associated with
them. When protecting and rescuing people, this
can ultimately result in decisive time savings.


http://www.digitalstock.de
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Project description and goals

Safety-related communications processes are iden-
tified on a cross-scenario basis and studied relative
to generally applicable communication and media
strategies. Building on this foundation, robust com-
munication and media intervention options will be
developed and tested using system dynarnics crises
and disaster models. This also includes analyses

of mediareporting on the selected scenarios. The
secondary analysis of communication documents
from crises and disasters will be used to actively ob-
serve communication processes and to study those
processes with time-geographic methods. In order
to support emergency communication also through
ICT (information and communication technology)
solutions, existing holistically applicable crisis com-
munication and crisis management systems will be
tested. Aspects involving communication ethics,
which have gone largely unexamined in the past,
will also be studied extensively. In order to ensure
ongoing consideration for communication for se-
curity issues, teaching and training modules will be
developed along with comprehensive information
offerings.

Communication between emergency forces (source: private)

Innovations and applications

Crisis, disaster or risk communication concepts will
be adapted to the idea of communication for securi-
ty, which covers communication processes ranging
from psycho-social aspects of crisis intervention to
political and mass communication. In so doing, the
security communication itself will be understood

as protection and rescue tool. Furthermore, secu-
rity communication is well-suited to proactively
strengthen self-organisation and restructuring
processes and to promote civil stability in the face of
a crisis. The development of dynamic crisis models
and anticipatory intervention strategies ultimately
represents a basic foundation of preventive, pro-
active and reactive communication measures to
protect and rescue people.

Project title

Communication for Security: Preventive,
proactive and reactive strategies for communi-
cations support in security and rescue opera-
tions (SiKomm)

Duration
1February 2009 - 31]January 2012

Project management

Prof. Dr. Gebhard Rusch
Universitét Siegen

Institut fiir Medienforschung (IfM)
Adolf-Reichwein Str. 2

57068 Siegen

Germany

Phone +49 (0) 271 740-4289

Fax +49 (0) 271740-2533
info@sikomm.org
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SOGRO

Immediate rescue in a large-scale accident with mass casualties

Motivation

In a mass casualty incident (MCI), the medical
condition of each patient is still recorded on a so
called triage tag, which remains attached to the
injured person. These data are often incomplete,

Aerial view: Frankfurt airport as scene of SOGRO (source: Fraport AG)

and the number of victims - classified according to
their injury category (red, yellow, green) - is always
based on estimates. This impairs the accuracy and
speed with which hospitals and rescue resources
are pre-warned during large-scale emergencies: the
emergency forces involved lag behind the ongoing
course of events.

From an emergency medical care perspective,
only part of the information on the tags is actually
necessary for treating the patients. Transmitting
the required basic information to those involved -
including the command and control centre, rescue
services and hospitals - immediately after the event,
would significantly improve patient care.

Scenario

The Frankfurt airport is the setting for the scenario:
an airplane crash with 500 casualties. In accord-
ance with the alarm plans, an MCI 500 is declared.
An emerdency of this magnitude involves teams
from outside the immediate region and units

from throughout the german state of Hessen are
called in. The airport’s own rescue service will be
the first to arrive on the scene to assess the situa-
tion. The first responders already start performing
triage. This exercise no longer uses triage tags,
butrather the new system (PDAs and coloured
wristbands equipped with a chip-RFID tag). While
additional rescue units arrive from Frankfurt and
the surrounding area, the fire brigade starts to set
up a technical command and control center at the
accidentsite. This is where the number of injured,
their status etc. are collected via the new form of
data transmission. Above all, this information now
helps emergency personnel provide faster medical
care to the most seriously injured.

Example of electronic triage for rapid registration of victims during a
mass casualty incident (source: SOGRO)
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Project description and goals

The project aims to optimise the initial medical care
of accident victims and to establish cross functional
information networks among the organisations
involved. This means ensuring the collection and
processing of comprehensive situational and op-
erational information for the command and control
centres. How can this be achieved? The example
scenario is the basis for developing a modified
procedural model for rescue forces during mass
casualty incidents (MCIs).

Triage tags will be replaced by coloured wrist-
bands -which are in use already today by some
emergency personnel. The special feature of these
armbands is that they contain a recordable RFID
chip. A special PDA is used to document the condi-
tion of the patient, including all treatment per-
formed on the patient and along with the means
of transport. All data are recorded on the chip and
immediately forwarded to the responsible parties
involved (command and control centres etc). A
photo (face of patients) taken with the PDA is also
used for later identification. This way, the system
forms a seamless information chain that forwards
all existing RFID information ranging from the start
of triage right through to the patient’s admission to
the hospital. Information on current conditions at
the site (bird’s eye views) will be transmitted by so
called drones (UAVs) as camera platforms.

Innovations and applications

Researchers expect to optimise initial medical care
of accident victims primarily through the use of IT
toregister casualties and record their medical care
electronically and through the use of transportation
systems with traceability right through to hospital
admission.

The automated medical information chain from
accidentsite right through to the admitting hos-
pital with minimal need for interaction by rescue
forces will ensure faster, more timely medical care
and logistics. The accompanying social scientific
research regarding questions of acceptance, inter-
faces and legal issues such as data privacy, will help
ensure the acceptance of the new technologies
among patients and rescue forces.

Project title
Immediate rescue in a large-scale accident
with mass casualties (SOGRO)

Duration
1February 2009 - 31]January 2012

Project partners

* German Red Cross (DRK), Frankfurt/Main

* Siemens AG, Paderborn

* AndresIndustries AG, Berlin

* Freiburg University, Freiburg im Breisgau
- Institute for Sociology
- Institute for Public Law
- Institute for Economic Development

Research

* Paderborn University, Computer Science
and Mathematics, SIS C-Lab, Paderborn

* Stuttgart University, Institute for Aircraft
Construction (IFB), Stuttgart

* Fraport AG, Frankfurt

Collaboration coordinator
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SoKNOS

Disaster management for the future

Motivation

Today’s modern and open society is extremely
complex and fragile. It must be protected against
the consequences of natural disasters or accidents,
for example. As such, the SOKNOS (Service-oriented
architectures supporting public security networks)
research project is aiming to use information tech-
nology to provide better support to emergency
response organizations. The project focuses on
large-scale emergencies or disasters, which general-
ly require the operation of a command structure en-
compassing the fire department, police, or German
Federal Agency for Technical Relief (THW). Precisely
for such scenarios, SOKNOS is developing a platform
that allows command structures to quickly commu-
nicate across organisations, effectively coordinate
their actions, and anticipate changes.

-

Scenario

Through the combined efforts of users, research
institutes, and industry, SOKNOS is addressing
large-scale emergency scenarios that require the
interaction of a wide range of information from the
“Internet of Services”. The project demonstrates
how a disaster management command staff can use
adigital map to maintain a fast and comprehensive
overview of the situation in case of a flood (on the
Rhine, for example). The digital system will be able
to display damage reports, partial and total lists

of resources, and command and communication
structures.

Project description and goals

The service-oriented architectures being developed
will be used, above all, during large-scale emergen-
cies, such as massive floods, earthquakes, or forest
fires. Catastrophes of this type require the deploy-
ment of command staffs to orchestrate the various
actions of different rescue organisations. This

SoKNOS at CeBIT 2009: Networked operations - taking effective action to protect and rescue people (source: SAP AG)
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projectis using an innovative approach to integrate
opportunities offered by today’s information tech-
nology.

The SoKNOS platform can be used to call up dif-
ferent information and processing services via the
Internet. These include, for example, digital maps,
satellite images, and water levels, or information
about public buildings and installations. In this
way, the system will make it possible to collect and
combine up-to-date information from different
sources and systems. This will put command staffs
in a position to efficiently form an accurate assess-
ment of the situation, thereby reducing the time
required for making decisions. This not only de-
creases response times but also increases the safety
and success of the actions undertaken. At the same
time, the system is being designed to simplify inter-
organisational cooperation among those response
teams involved. In this way, it can make a key contri-
bution to public safety in Germany and has, in the
long term, the potential to be applied globally.

Innovations and applications

The initial phase of a disaster is often marked by a
flood of data, out of which the command staffs must
identify the essential information and pass it along
quickly to the specialists and decision-makers.
Today this process is carried out largely by means of
telephone, fax, and email. The aim here is to use se-
mantic technologies to accelerate the classification
and distribution of information and, with a reduc
tion in the users’ stress levels, to decrease the rate of
error. Along with efficient information processing
technologies, innovative application interfaces
that are customisable to the specific organisation
and user task are being developed. In this process,
interactive methods for collaborative work on high-
resolution and touch-sensitive wall displays are also
being tested.

Further information:
http://[www.soknos.de

Project title
Service-oriented architectures supporting
public security networks (SOKNOS)

Note: This project is funded within the frame-
work of the ICT 2020 research program.
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SpeedUp

Investigation of mobile and self-organising communication and data platforms and of strategies
for organisation and action in complex, large-scale situations

Motivation

In a variety of normally safe facets of everyday life
(such as large-scale public events or the use of pri-
vate or public transportation) or in situations with
high risk potential - for example in civil engineer-
ing, underground construction and tunnel manage-
ment, i.e. underground infrastructure - unpredict-
able events that endanger all concerned occur time
and again. In such situations, law enforcement and
emergency services are faced with an abundance of
challenges. Emergency services focus on the rapid
rescue and medical care of all persons involved in
the accident. Simultaneously other authorities need
to collect data to prevent additional risks and assure
potential criminal proceedings.

Scenario

For the security forces and rescue workers engaged
in a major operation, no integrative information
and communication tool is available up until now.
Today such coordination is carried out by personal
consultation at the site, via official radio channels
or by means of paper-based documentation. In the
case of scenarios such as mass casualty incidents,
however, personal consultations or the procure-
ment and dispatch of documents are virtually
impossible to manage. Processes are inefficient and
precious time is lost as a result: factors that, in the
worst case, raise the number of victims.

Combination and coordination of SpeedUp Scenario, SpeedUp Practice and SpeedUp Technology (source: Friedrich Schiller University Jena)
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Project description and goals

The project combines two different access channels,
which have also been divided into two separate
work segments within the project: SpeedUp Practice
and SpeedUp Technology. SpeedUp Practice focuses
on the development of interaction and commu-
nication models for the emergency forces and on
methods for structuring and describing the situa-
tion. This can then serve as a basis for assessing the
situation and options and their impacts. At the same
time, the results serve as specifications and a bench-
mark for the future technical implementation, the
SpeedUp Technology. SpeedUp Technology as IT
solution will be designed to supportrescue workers
in all required actions through additional informa-
tion, processed sensor data and flexible communi-
cation structures. This will enable faster and higher
quality action in a disaster and make it possible to
save more lives.

Innovations and applications

The coordination of the emergency forces in large-
scale operations will be supported by a mobile

and largely self-organising technical system (IT
framework). To this end, a communication and data
platform for the coordination and networking of
all emergency forces will be developed. The design
of this software solution will enable it to integrate
mobile platforms and local sensors as standard and
within its architecture permit - on command - dif-
ferent communication and organisation structures
to be set up and operated stably on a largely self-
organising basis.

Project title

Investigation of mobile and self-organising
communication and data platforms and

of strategies for organisation and action in
complex, large-scale situations (SpeedUp)

Duration
1May 2009 - 30 April 2012

Project partners
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cedures & Augmented Reality (Institut
fiir Informatik)
- Feuerwehr TUM
* Friedrich Schiller University Jena, Institute
of Computer Science, Jena
- Chair for Software Engineering
- Heinz-Nixdorf Endowed Chair of Practi-
cal Computer Science
- Artificial Intelligence Work Group
* Friedrich Schiller University Jena, School of
Philosophy, Intercultural business commu-
nication, Jena
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Mario Melle

synchronity GmbH

c/o Intershop Tower
Leutragraben1

07743 Jena

Germany

Phone +49 (0) 364157333-40
Fax +49 (0) 3641 57333-49
Mario.Melle@synchronity.de


mailto:Mario.Melle@synchronity.de

40

COLLABORATIVE PROJECTS AND PLAYERS AT A GLANCE

SPIDER

Security-System for Public Institutions in Disastrous Emergency scenaRios

Cooperation between emergency rescue services and the fire brigade in the context of a large-scale emergency (source: German Red Cross | DRK-LV

Berliner Rotes Kreuze. V.)

Motivation

Coordination by government authorities of all aid
and rescue measures in connection with a large-
scale emergency represents a serious challenge
whenever several hundred injured persons have

to be given medical and psychological care. At the
same time, the many organisations involved receive
ahuge amount of information that must also be
managed. There are organisation-specific informa-
tion systems, but the performance of the various
institutions’ systems together as a network is only
marginal at best. Existing information systems from
the field of facility management are also rarely
available for use by emergency forces.

Scenario

Alarge-scale emergency in the context of a trade
show is considered as a hypothetical scenario. An
explosion has severely damaged part of a hall. At the
time of the accident, approximately 2000 people are
in the danger zone. In emergencies like this, a mass
exodus is very likely to begin. Those involved will
identify different escape routes, which will be used
to varying degrees. The resulting imbalance in the
use of the various escape routes can cause addition-
al injuries that could have been avoided.

The static escape route guidance systerns avail-
able in buildings today do not give sufficient consid-
eration to the actual risk situation at the moment.
The broad variety of information received by the
organisations involved makes it even more difficult
to assess the emergency situation, thereby slowing
overarching decision-making processes.
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Project description and goals

SPIDER aims to create a comprehensive emergency
process management system that supports emer-
gency forces before, during and after the rescue
mission. The focus here is on the study of integra-
tion and federation concepts designed to fuse the
individual systems of the organisations involved
together with building automation within the
context of technical facility management. Federat-
ing the individual systems implies that they can
continue to operate alongside each other and that
the information from the associated systems is dis-
played in a transparent manner in the users’ “own”
systems. This creates synergies above all with regard
to dispatching the rescue resources and handling
the emergency management process. Moreover, the
aggregation of the data will also generate addition-
al information that will make the individual systems
far more useful.

Innovations and applications

The project focuses on the design and development
of a new Protection and Rescue Markup Language
(PRML), which will form the interface core of the
federating middleware. This platform will enable
all connected users to access a wide range of the
partners’ data and services via a standard interface.
The special challenge in this context is to guarantee
the privacy of data automatically when they are ac
cessed. This can be accomplished by accumulation
or anonymisation of the data, which are processes
that do notrestrict the content for the emergency
forces to any significant degree. Moreover, a high
reliability, high availability mobile communication
network will be provided at the location. Real-time
simulations will be added to the existing building
intelligence systems, so that escapees can be offered
escape routes that optimise safety and distance.
Furthermore, emergency psychological care will
also be incorporated as a sub-process in the scenario
and considered in the overall concept.

Further information:
http://[www.spider-federation.org
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VoTeKK

Preparation for terrorist attacks, crises and disasters: Web-based interdisciplinary information
and training platform to prepare security and rescue forces, medical personnel and the general

population for large-scale emergencies

Motivation

The demands placed on systems and organisations
that protect the general population are constantly
growing. The reasons for this include, among other
things, circumstances altered by the threat of inter-
national terrorism and the increasing frequency
and magnitude of mass public events and natural
catastrophes. Crisis situations such as these present
unique, often completely unprecedented chal-
lenges to those affected and to all actors with re-
sponsibility for crisis management and the protec
tion and rescue of people.

With regard to effective interdisciplinary crisis
management, both Germany’s security and rescue
forces and its general population suffer from widely
acknowledged and scientifically proven deficits. In-
struction and advanced training of all of the players
concerned together with efficient interdisciplinary
transfer of knowledge are essential for effective
crisis management. For that reason, these topics are
the focus of this project.

Scenario

This function begins with the identification of pos-
sible threats by terrorist attacks, crises and disasters
and their impact on people and the society. In this
context, all natural and man-made threats will be
considered (“all hazards approach”). E-learning and
virtual reality modules based on these scenarios will
be offered to target groups via the Internet on an
individualised basis.

Project description and goals

The aim of this project is to develop a platform to
prepare security and rescue forces, doctors, caregiv-
ers and the general population for terrorist attacks,
crises and disasters.

An online platform with a modular structure
(employing teaching methods such as e learning,
blended learning etc) will offer innovative and
specialised instruction and advanced training to all

Mass casualty incident following a bus accident (source: German Red Cross | DRK Rettungsdienst Rhein-Sieg gGmbH)
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users. In so doing, a broad spectrum of web-based
learning forms will be developed as models and
tested for illustrative purposes in a wide range of
target groups, where their effectiveness and accept-
ance will be evaluated. At the same time, a variety of
production processes used to generate e-learning
modules will also be tested.

Inter-regional mass casualty incident scenario (source: German Red
Cross | DRK Rettungsdienst Rhein-Sieg gGmbH)

Innovations and applications

Experts agree that the modern teaching methods
and computer-based simulations mentioned here
(such as virtual reality methods) are excellent tools
to help train people efficiently to respond to events
that cannot be planned, such as terrorist attacks and
other catastrophes.

The use of these innovative methods and com-
pletely novel, user-friendly, web-based instruction
and information modules is designed to address -
to a heretofore unprecedented degree - all security
and rescue forces concerned as well as the general
population in particular. Ultimately this will signifi-
cantly improve security and rescue operations in
the event of terrorist attacks, crises and disasters.
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Preparation for terrorist attacks, crises and
disasters (VoTeKK)

Duration
1June 2009 - 31 May 2012

Project partners
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GLOSSARY

Blended learning

e-learning (electronic
learning)

Evacuation

Large-scale emergency

LUKEX

Markup language

Middleware

Pandemic

RFID

Topology

Form of learning in which the methods of e-learning are combined with
conventional live events.

Form of learning in which digital media are used to support communication.

The evacuation of people from transportation systems, buildings, locations or
entire regions during an emergency or accident.

An emerdency that threatens or impairs the life and health of a large number
of people, considerable material assets or infrastructure that is vital for the
general population. Such large-scale emergencies can occur after events such
as earthquakes, floods, fires or mass transportation accidents and usually result
in a mass casualty incident (MCI).

Acronym for Linder-Ubergreifende Krisenmanagement-Ubung / EXercise (German
for ‘crisis management exercise involving multiple German federal states’).
This is the designation for a series of exercises in the area of national crisis
management in Germany.

Such a markup language serves to describe the data and, to some degree, the
procedure required to process those data. In the present case, the conception
and development of a novel markup language will lead to the networking of all
systems involved.

IT term that refers to application-neutral programmes which intercede be-
tween applications, thereby masking their complexity and their infrastructure.
Middleware can also be understood as a distribution platform. In contrast to
lower-level network services that handle simple communication between com-
puters, middleware supports communication between processes.

The spreading of a disease (e.g. flu) across national borders and multiple conti-
nents. By contrast, an epidemic is restricted to a limited area.

Radio Frequency Identification, or RFID, is a wireless-based electronic process
for marking and identifying goods, objects and people. An RFID system com-
prises the data carriers — these are the so-called RFID tags - an antenna and the
reading device. These tags are small transponders that can be applied to objects
and the data they contain can be read without physical or visual contact. Tags
are used in materials management systems and in logistics, as well as in the
field of personnel applications for access control or non-contact ticketing, for
animal identification or in motor vehicles as an engine immobiliser system or
for toll collection.

Surroundings and/or conditions surrounding buildings, towns or entire re-
gions. During an evacuation, rescue forces must be able to adjust to constantly
changing surrounding conditions - as a result of crowds, for example.
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Triage | sorting

Virtual reality

Decision on further treatment and/or treatment priority for injured people
when personnel and material resources are scarce and a large number of
people are injured or become ill all at once (major accident, large-scale emer-

gency).

Interactive environment generated by computers in real time, which offers a
representation of physical reality. Virtual reality is increasingly used as a substi-
tute for complex and particularly expensive test installations and simulations.
The best-known application area for virtual reality is pilot training in flight
simulators.
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